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What is Section 4047?

Sarbanes-Oxley Act
PCOAB Auditing Standards
SEC Standards

AICPA Standards

CoBIT

COs®

Small COSO




Line Up Your Team

Step
1

 |nternal

» External

* Outside Auditors

* Management

* Upper Management
* Audit Committee




Sl;ep Timeline
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SOX Section 404 Project - First Year Sept | 0 Nov ec an Feb ar | Apr May
o [Documentation of Enterprise Risk Assessment
» Documentation of Preliminary Understanding of Business
» |dentification of Fraud Risk Factors
» Meetings with Auditors and Audit Committee
«  Mapping:
Identification of Significant Accts, Discl, Loc and Bus Units
Assignment of Financial Statement Assertions
|dentification of Key Contrals
Identification of Major Classes of Transactions
|dentification of Processes and Sub processes
o  Company Level Accounting Controls:
»  Application of GAAF,
o se of estimates,
» Clasing and general ledger procedures
« Small Company COS0 Evaluation (Company Level Contrals):
¢ Contral Environment,
s Risk Assessment,
» |nfarmation and Communication and
* Manitoring
»  Evaluation of Design of Controls
o [raft Contral MNarratives
» Testing of Effectiveness of Controls (walkthraughs) | |
» [T General Controls

» [T Application Controls | |:|

» Review of Service Auditor Reports (if applicable)

o Evaluate Deficiencies |

» Repart of Material YWeaknesses

Percentage Complete 14% 34% 50% 70%

80% 90% 96%| 100%




PITFALLS to Avoid

Costs Exceed the Benefits

Good Sarbanes-Oxley Section 404 Internal Controls
Corresponded with Higher Share Price Movement

30% -

" a— 17.67% Russell 3000

Percent Change
in Average Stock Prices
— —
g o 2
>~ = X X
| 1 1 1

-5.75% Ineffecive to Ineffective

Pre SOX Year 1 Year?2

Source: Lord & Benoit, LL.C




Understand Frameworks

Step
3

« Examples:
- COSO
— COSO for Smaller Public Companies
— CoBIT

— |ITGI Control Initiative for Sarbanes-
Oxley

— SAS 55
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Step

Risk
Assessment




Internal Control Weaknesses

for Bio/Pharm/Life Sciences

Internal Control Material Weaknesses:
Accounting documentation, policy and/or procedures
Maternal and/or numerous auditor /YE adjustments
Accounting personnel resources, cnmpetencwtral Ing
Restatement or nonreliance of comp3 |
Segregations of duties/ desigr !
Untimely or inadequate acco
Information technology, software, security & access 1ssues
Restatement of previous 404 disclosures
Senior management competency, tone, reliability 1ssues
Ethical or compliance 1ssues with personnel
[neffective ar understaffed audit committee
Insufficient or non-existent internal audit function
Scope {disclaimer of apimiony or other limitations
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Source: Lord & Benoit, LLC using AuditAnalytics.com




Accounting Weaknesses

for Bio/Pharm/Life Sciences

Accounting Material Weaknesses
Fevenue recognition issues
Inventory, vendor and cost of sales issues
Tax expense/henefit/deferral/other (FAS 109 jssues
Accountsfloans receivable, investments £ cash issues
PPE , intangible or fixed asset {ualuefmmlnut' M) IssUes
Fareign, related party, affiliatged a S5ues
Liabilities, payables, reserw
Debt ,quasi-debt, warrant CF) security issues
Fin Stmt/ footnote/ US FA segment disclosure issues
acquisition, merger, disposal or reorganization issues
Incame statemt classification, margin and EPS Issues
Leasze, FAS &, legal, contingency & commit issues
Deferred, stock-based or executive comp Issues
Depreciation, depletion or amortization issues
zain or loss recognition Issues
Intercompany/Investment w, sub/affll issues
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Source: Lord & Benoit, LLC using AuditAnalytics.com




4 Enterprise Risk Assessmen

Risk Assessment:

Assets and Liabilities

MNature of the commpany's significant mventons

Sigmnificamt sssets or Nabiities subyect to estimation processes.
Sigmnificamt sssets swhyect to mpairrnent

Sigmnificant product warranty habilities.

Significant potentiz! Nabilities frormm Wtigation or other sigrificant contingent abilities.

Revenue Risks

Significant revenues srhe dependant on parmsiily 5 few large customers.

Sigrnificant bhusiness with customers eot fingncially soLnd.

Significant slowdown In cas

S igmrificant badd debit experience.
Aggressive markket] e conditions, foss of rmaior custorner
CNFficulty rmeeting dernasnd aF in generating sales arders.
Sigmnificant revenus recogiition policies.

fndfustne (Righlys cormpetitive, cprclical, significant changes)
Significant sales cantracts

MNoncancelzble sales contracts that are waprofitsble

The trend In sales orders.

The Nife cycle of the companss products.

Techrnalogqy traends that cowld Impact the cormpahi.

Unusuzsl terms o conditions for sales offered to certain custormers aor mmarliets (for exarmy

Virhether management’'s bonwses e sigmificanthy affected b the companss earnings reg

Source: Lord & Benoit, LLC



Fraud Risk Assessment

Step
A

Fraud Risk Assessment: Level of Risk
Impact Fraud ikelihog Test?

1. Discuss the susceptibility of the financial statements to material
migstatement due to fraud. Specifically discuss the fallowing:

* How and where the company's financial statements

o Which accounts or transaction classes might be susceptible to matenal
misstatement due to fraud.

*  How management could perpetrate and conceal fraudulent financial

reparting,
* How the company's agsets could be stalen,

o FEuternal and intemal factors that might create incentives/pressures,
provide apportunities, or enable rationalization of fraud.
* The nature and risk of management avertide of cantrals,

Source: Lord & Benoit, LLC



Risk Assessment

Step
A

* Other Risk Documentation:
— Materiality
— Analytical Review
— Preliminary Understanding of Business
— Identify Significant Estimates
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Step

“Mapping” PCAOB AS#2

Significant Accounts and Disclosures
Significant Business Units or Locations
Relevant Assertions

Major Classes of Transactions

Significant Processes and Sub processes
over major transactions

Internal Controls over major classes of
transactions

Evaluate likelihood, magnitude and other
controls.

Determine which controls should be tested



“Mapping” PCAOB AS#2

Existence or Occurrence

Sub Process should have [ Completeness
key controls identfied to \
cover all 5 financial statement |

assertions. } Rights and Obligations

" valuation or Allocation

10.oonglpn el Presentation and Disclosure
documenting ‘ B LALLM LA AL s A

C - completeness

Key controls should also cover | A-accuracy
the 4 processing objectives |y _ yajuation

R - restricted access

Identfiy Process / Sub processes

= | ldentify Risks and related

' Map to Process/ o
( FIS Mapping - SuE-Process | control objectives

Each control activity addresses
certain FIS assertions

] .
Process Documentation | Each control activity addresses

T\ Identitycontrol activiies | _Ceain control objectives

to mitigate risks

Each control id identified as
key or non-key

Each control may he mapped hackto
a GiL account or F/S line item.

[dentify "Key" controls

Develop & Execute Tests
\ for"key" controls




Company Level Controls

Step

o)
e COSO Control Environment

— Integrity & Ethical Values
— Commitment to Competence
— Board of Directors/Audit Committee

— Management’s Philosophy and
Operating Style

— Organizational Structure

— Assignment of Authority & Responsibllity

— HR Policies and Procedures
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ompany Level Controls

Step

COSO RiIsk Assessment
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Company Level Controls

Step
6

e COSO Information &
Communication

« COSO Monitoring




Accounting Controls

Step
7

« Company Level Controls
— Period End Closing Activities
— Significant Estimates
— Application of GAAP
— General Ledger
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Design of Controls

Step
8

 Narratives

» Evaluation of Design
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Operating Effectiveness

Step
9
* Test of Controls
— Dally
— Monthly
— Quarterly
— Once a year

— Establish sample size
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Ste r IT Controls

10

* General Controls
— Design of IT environment

* Application Controls
— Effectiveness of controls
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PITFALLS to Avoid

* Plenty of Time




PITFALLS to Avoid

e Framework
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PITFALLS to Avoid

 Approach




PITFALLS to Avoid

Costs Exceed the Benefits

Good Sarbanes-Oxley Section 404 Internal Controls
Corresponded with Higher Share Price Movement

30% -

" a— 17.67% Russell 3000

Percent Change
in Average Stock Prices
— —
g o 2
>~ = X X
| 1 1 1

-5.75% Ineffecive to Ineffective

Pre SOX Year 1 Year?2

Source: Lord & Benoit, LL.C




For Smaller Biotech, Pharmaceutical
and Life Science Companies

Questions?

www.Section404.or
Bob Benoit 800-404-7794x204
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