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What is Section 404?

• Sarbanes-Oxley Act

• PCOAB Auditing Standards

• SEC Standards

• AICPA Standards

• CoBIT

• COSO

• Small COSO



Line Up Your Team

• Internal 

• External 

• Outside Auditors

• Management

• Upper Management

• Audit Committee
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Timeline
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PITFALLS to Avoid

Costs Exceed the Benefits



Understand Frameworks

• Examples:

– COSO

– COSO for Smaller Public Companies

– CoBIT

– ITGI Control Initiative for Sarbanes-

Oxley

– SAS 55
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Risk 

Assessment
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Internal Control Weaknesses

for Bio/Pharm/Life Sciences

Source: Lord & Benoit, LLC using AuditAnalytics.com
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Accounting Weaknesses

for Bio/Pharm/Life Sciences

Source: Lord & Benoit, LLC using AuditAnalytics.com
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Enterprise Risk Assessment

Source: Lord & Benoit, LLC
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Fraud Risk Assessment
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Source: Lord & Benoit, LLC



Risk Assessment

• Other Risk Documentation:

– Materiality

– Analytical Review

– Preliminary Understanding of Business

– Identify Significant Estimates
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“Mapping” PCAOB AS#2

• Significant Accounts and Disclosures

• Significant Business Units or Locations

• Relevant Assertions

• Major Classes of Transactions

• Significant Processes and Sub processes 
over major transactions

• Internal Controls over major classes of 
transactions

• Evaluate likelihood, magnitude and other 
controls.

• Determine which controls should be tested
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“Mapping” PCAOB AS#2
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Company Level Controls

• COSO Control Environment

– Integrity & Ethical Values

– Commitment to Competence

– Board of Directors/Audit Committee

– Management’s Philosophy and 

Operating Style

– Organizational Structure

– Assignment of Authority & Responsibility

– HR Policies and Procedures
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Company Level Controls

6
COSO Risk Assessment



Company Level Controls

• COSO Information & 

Communication

• COSO Monitoring
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Accounting Controls

• Company Level Controls

– Period End Closing Activities

– Significant Estimates

– Application of GAAP

– General Ledger
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Design of Controls

• Narratives

• Evaluation of Design
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Operating Effectiveness

• Test of Controls

– Daily

– Monthly

– Quarterly

– Once a year

– Establish sample size
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IT Controls

• General Controls

– Design of IT environment

• Application Controls

– Effectiveness of controls
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PITFALLS to Avoid

• Plenty of Time



PITFALLS to Avoid

• Framework

Help!



PITFALLS to Avoid

• Approach



PITFALLS to Avoid

Costs Exceed the Benefits



Questions?

www.Section404.org
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